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Brazilian CSIRTs Contact Information

In this page you can find information about Brazilian Computer Security and Incident Response
Teams (CSIRTs) that have agreed to be listed here.

The map shows the cities where these CSIRTs are located. Right below you can find a list,
arranged in alphabetical order, with the contact information for each team.

If you are a member of a Brazilian Team that is not listed here, please contact CERT.br.

CAIS/RNP — Brazilian Research Network CSIRT
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Constituency: Brazilian Academic and Research Institutions connected to the RNP backbone.

E-mail:

INOC-DBA: 1916*800

Office location: Campinas — SP
PGP Key

CCTIR/EB — Army Coordination Center for Network Incident Handling

Constituency: Networks and IP addresses assigned to Brazilian Army and the domain
eb.mil.br.

E-mail:
Office location: Brasilia— DF
PGP Key

CERT.Bahia — Computer Security Incident Response Team - Bahia/Brazil

Constituency: Internet community of Bahia connected to the Brazilian Academic and
Research Network (RNP).

E-mail:
Office location: Salvador — BA
PGP Key

CERT.br — CERT Brazil

Constituency: Brazil - Internet .br domain and IP addresses assigned to Brazil.
E-mail:
INOC-DBA: 22548*800

Office location: Sdo Paulo — SP

PGP Key

CERT-RS — Computer Emergency Response Team - Rio Grande do Sul

Constituency: Internet domain . tche.br and other POP-RS/RNP clients at Rio Grande do
Sul.

E-mail:

INOC-DBA: 2716*800
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Office location: Porto Alegre — RS

PGP Key

Cielo CSIRT — Cielo Merchant Security Incident Response Center

Constituency: All Cielo merchants and service providers which store, process or transmit
cardholders' data in Brazil.

E-mail:
INOC-DBA: 4230*850

Office location: S4o0 Paulo — SP
CLRI-TRF3 — TRF 3rd Region Security Incident Response Local Comission

Constituency:Federal Justice Networks of the 3rd Region (Judicial Sections of Sdo Paulo
and Mato Grosso do Sul States).

E-mail:

Office location: S&o Paulo — SP

CSIRT BB — Banco do Brasil Bank CSIRT

Constituency: Domains and IP addresses assigned to Banco do Brasil.
E-mail:

INOC-DBA: 11993*800

Office location: Brasilia— DF

CSIRT CAIXA

Constituency: Domains and IP IP addresses assigned to CAIXA ECONOMICA FEDERAL.
E-mail:

INOC-DBA: 20116*800

Office location: Brasilia — DF

CSIRT CETRA — Ministry of Planing, Budget and Management Incident Response
Team

Constituency: Ministry of Planning, Budget and Management networks.
E-mail:
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Office location: Brasilia — DF

CSIRT Locaweb

Constituency: Domains and IP IP addresses assigned to Locaweb (AS 27715).
E-mail:

INOC-DBA: 27715*800

Office location: S0 Paulo — SP

CSIRT POP-MG — POP-MG's Computer Security Incident Response Team

Constituency: Institutions connected to Brazilian Research Network's (RNP) Point of
Presence in the State of Minas Gerais (POP-MG).

E-mail:
Office location: Belo Horizonte — MG
PGP Key

CSIRT PRODESP — PRODESP Computer Security Incident Response Team

Constituency: Networks and IP addresses assigned to PRODESP (AS 28637) and the
domain sp.gov.br.

E-mail:
INOC-DBA: 28637*800

Office location: Sdo Paulo — SP
CSIRT Santander

Constituency:Domains and IP addresses assigned to Santander Brazil and Banco Real.
E-mail:
INOC-DBA: 10429*810 and 4230%820

Office location: Sio Paulo — SP

PGP Key

CSIRT SICREDI

Constituency: Domains and IP addresses assigned to SICREDI.

E-mail: e
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INOC-DBA: 28646*800

Office location: Porto Alegre — RS
CSIRT Telefénica | VIVO

Redes Atendidas: Networks, IP addresses and domains allocated to Telefénica, Telefénica
Empresas and VIVO (AS10429, AS27699, AS26599, AS16911 and AS16885)

E-mail:

INOC-DBA: 27699*800 (24x7)

Corporative/Institutional Service

E-mail:

INOC-DBA: 26599*800 e 16911*800 (09:00AM to 05:00PM)

Office location: S&o Paulo — SP

CSIRT TIM

Constituency: Networks, Domains and IP addresses assigned to TIM CELULAR (AS 26615).
E-mail:

INOC-DBA: 26615*800

Office location: S&o Paulo — SP

CSIRT TIVIT — CSIRT TIVIT Tecnologia da Informagao SA

Constituency: TIVIT networks (AS 16685 and AS 18836.)

E-mail:

INOC-DBA: 16685*800

Office location: S&o Paulo — SP

CSIRT Unicamp — Computer Security Incident Response Team - State University of
Campinas/Brazil

Constituency: Domains and IP addresses assigned to State University of Campinas/Brazil.
E-mail:

INOC-DBA: 1251*830

Office location: Campinas — SP
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CSIRT UOL

Constituency: Domains and IP addresses assigned to UOL S/A.
E-mail:
INOC-DBA: 15201*800

Office location: Sio Paulo — SP

CSIRT USP — Network Security and Incident Response Team - University of Sao
Paulo

Constituency: Domains and IP addresses assigned to University of Sdo Paulo.
E-mail:
INOC-DBA: 1251*840

Office location: S&o Paulo — SP

CTBC Telecom

Constituency:CTBC Telecom networks (AS16735).
E-mail:

INOC-DBA: 16735*800

Office location: Uberlandia - MG
CTIM -- Brazilian Navy Incident Handling Center

Constituency: Networks and IP addresses assigned to Brazilian Navy and the domain
mar.mil.br.

E-mail:

Office location: Rio de Janeiro — RJ

CTIR Gov — Brazilian Federal Public Administration Computer Security Incident
Response Team

Constituency: Brazilian Federal Public Administration Networks.
E-mail:
INOC-DBA: 10954*810

Office location: Brasilia — DF

http:/Amww.cert.br/csirts/brazil/ 6/9



26/2/2015 Brazilian CSIRTs

PGP Key

EMBRATEL — Empresa Brasileira de Telecomunicacoes
Constituency: EMBRATEL connected networks - AS4230.
E-mail:

INOC-DBA: 4230*800

Office location: Rio de Janeiro — RJ

GATI — Group of Information Security Incident Response

Constituency: Ministry of Justice's network and associated departments (CADE, DPF,
DPRF, DPU and FUNAI).

E-mail:

Office location: Brasilia— DF
GRA/SERPRO — SERPRO Security Response Team

Constituency: SERPRO networks and clients.
E-mail:
INOC-DBA: 10954*800

Office location: Brasilia — DF

GRC/Unesp — Computer Network's Team / State University of Sdo Paulo

Constituency: Domains and IP addresses assigned to Unesp/Brazil.
E-mail:
INOC-DBA: 1251*820

Office location: Sdo Paulo — SP
GRIS Abril — Security Incident Response Team — Abril Group

Constituency: Domains and networks (AS 28206) assigned to Abril Group.
E-mail:
INOC-DBA: 28206*800

Office location: Sio Paulo — SP
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