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OFFICIAL DIARY OF the UNION - Section 1 - no. 115, Wednesday, June 18, 2008
COUNCIL FOR NATIONAL DEFENSE

EXECUTIVE GENERAL OFFICE

NORMATIVE INSTRUCTION GSIno. 1, OF JUNE 13, 2008

Discipline the Management of Information and Communications Security in the Federal Public Administration,
direct and indirect, among other provisions.

The CHIEF MINISTER OF THE INSTITUTIONAL SECURITY CABINET OF THE PRESIDENCY
OF THE REPUBLIC, m the condition of EXECUTIVE-SECRETARY OF THENATIONAL DEFENSE
COUNCIL, in the use of his attributions;

CONSIDERING:

The determination in the article 6th and single paragraph of'the art. 16 of the Law no. 10.683, of May 28,
2003;

The determination in insertion [V of the caput and msertion III of the §1st of the art. 1st and art. 8th of the
Attachment I of the Decree no. 5.772, of May 08, 2006;

The determination in the insertions 1, VI, VII and XIII of the art. 41 ofthe Decree no. 3.505, of June 13,
2000;

The mformation referred to within the context of the Federal Public Admmistration, direct and indirect, as
valuable assets for the efficient provision of the public services;

The citizen's interest as beneficiary of the services provided by the organs and entities of the Federal Public
Administration, direct and indirect;

The duty of the State for protection of the citizens' personal information;

The need to increase the safety of the networks and government databases; and

The need to guide the conduct of policies for information and communications security already existent or to be
implemented by the organs and entities of the Federal Public Administration, direct and indirect.

RESOLVES:

Art. 1st to Approve orientations for Management of Information and Communications Security to be
mmplemented by the organs and entities of the Federal Public Admmistration, direct and indirect.

Art. 2nd For the purposes of this Normative Instruction, it is understood that:

I — Policies of Information and Communications Security: approved documents by the responsible authorities
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ofthe organ or entity of the Federal Public Administration, direct and indirect, with the objective of providing
guidelines, criteria and sufficient administrative support for the implementation of the information and
communications security;

IT - Information and Communications Security: actions that aim to facilitate and to ensure the availability, the
mtegrity, the confidentiality and the authenticity of the information;

III - availability: property that the information is accessible and usable on demand for a certain individual or
certain system, organ or entity;

1V - integrity: property that the information was not modified or destroyed in an unauthorized manner or
accidentally;

V — Confidentiality: property that the information is not available or revealed to person, system, organ or
entity not authorized and accredited;

VI - authenticity: property that the information was produced, sent, modified or destroyed by a certain
person, or by a certain system, organ or entity;

VII - Management of Information and Communications Security: actions and methods that seek the
mtegration of the activities of risk management, business continuity management, treatment of incidents,
handling of information, conformity, accreditation, cybernetic security, physical safety, logical safety, organic
safety and organizational safety to the strategic, operational and tactical institutional processes, not limiting,
therefore, only to the technology of the information and communications;

VIII - security breach: action or omission, intentional or accidental, which results in the compromising of the
mformation and communications security;

IX — handling of the information: reception, production, reproduction, use, access, transport, transmission,
distribution, storage, elimmation and control of the information, including confidential information.

Art. 3rd To the Institutional Security Cabinet of the Presidency of the Republic - GSI, through the
Department of Information and Communications Security- DSIC, competes:

I — to plan and to coordnate the activities of information and communications security in the Federal Public
Administration, direct and indirect.

II - to establish norms defining the methodological requirements for implementation of the Management of
Information and Communications Security by the organs and entities of the Federal Public Administration,
direct and indirect;

III — to operationalize and to mamntain center for treatment and response to ncidents occurring within the
computer networks of the Federal Public Administration, direct and ndirect, called CTIR. GOV;

IV - to claborate and to implement programs destined to raise awareness and the training of human
resources in information and communications security;

V - To guide the conduct of the Policies of Information and Communications Security in the Federal Public
Administration, direct and indirect;
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