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Good morning Ladies and Gentlemen.

I would like to thank the Institute of International and European Affairs for their invitation to make

the opening address at this Cyber Security Conference.

This event is timely. As a society we are increasingly relying on the internet and online services
to conduct every-day business. The internet offers opportunities for business efficiency, growth
and seamless, cost effective communications that could not have been dreamed of a few short

years ago.

For this reason, across the world, in Europe and here in Ireland, we are working to increase
connectivity, provide better systems to interact across borders, and encourage digital adoption
by citizens and business. As we work to reap the full benefits of a digitally engaged society, one
of our key challenges is to ensure that these citizens and businesses have confidence in the
security of internet systems. That means that their personal, financial and business information is
safely stored, and that the critical infrastructures which digital services support are not

vulnerable to attack.

It is not surprising therefore that cyber security is one of the key pillars of the Digital Agenda for
Europe, and why it is high on the agenda for National Governments. We are increasingly
dependent on well-functioning, resilient and secure network and information systems. As
consumers, we use the internet for banking, education, entertainment, social interaction and
travel, to name but a few. Behind this are the not so obvious services, which support economic

development and society -

these include energy, financial services, telecommunications, health, transport, and e-commerce.
Critical infrastructures such as these, are increasingly depend on the seamless operation of digital

technologies and internet communications channels.

An open and stable cyber space throughout the world is critically important if we are to maintain
the momentum of growth in the sector. Cyber protection is a global concern. It requires all State

and private actors work together to protect our critical infrastructures.

Ireland’s geographical position on the North Atlantic trans-continental corridor connecting Europe
and North America has created considerable opportunities. It has allowed us to benefit from a

high degree of interconnectivity, the ability to host domestic and international data and call
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top 10 US ICT companies and the top 10 “born on the internet companies” are based here in

Ireland.

Companies and services such as these, require resilient and secure infrastructure, as do the
thousands of indigenous companies, of all sizes, that use the internet to transact efficiently. At a
national level, cyber security is therefore critically important to underpin growth, prosperity and

general economic development.

Policy makers, regulators, service providers, industry partners and citizens each have their own

responsibility to ensure that we protecting infrastructure and services from cyber attacks.

Keeping pace with the ever increasing sophistication of cyber-attacks is a challenge for us all,
and I am pleased therefore that the IIEA is hosting this important conference, with such a high
calibre of speakers lined up to address the topic. Indeed yesterday, officials from my Department
and a range of other Departments and agencies, hosted a round table discussion with one of your
key speakers here today, Michael Daniel. Michael is special Assistant to President Obama and US
Cyber security Coordinator. I am delighted to see that he is speaking at today’s event, offering

insights and learnings from the US experience in this area.
It is clear that the cyber security challenge needs to be addressed at a number of levels:

- At the highest level Governments need to put the appropriate governance arrangements in

place, including appropriate emergency response procedures.
- Industry manufacturers and users of ICT also need to make the appropriate investments , and

- end users need to remain aware of the risks and interact responsibly online . As citizens we are
expected to use anti-virus software technology when communicating on the Internet. We expect
in turn that commercial online services will protect data encompassing both corporate information,

intellectual property and our personal data.

We expect that as a society we can effectively hold criminals and other malicious actors to

account through appropriate and proportionate laws and regulations that are fit for purpose.

At the policy level, new EU and national structures have been established to address these

challenges. These include:

- the Computer Emergency Response Community,
- the European Centre for Cyber-crime in Europol,
- cyber-crime centres of excellence such as UCD, and

- the extension of mandate for European Network and Information Security Agency (ENISA) which
was negotiated as part of the Irish Presidency of the EU.

During the Irish Presidency earlier this year, the European Commission published proposals for a
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